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AGENDA

Dairy



WHOAMI

Julien (jvoisin) Voisin

- French
- Student
- | suck at exploitation



HACK.LU 2014

- "Exploitation with r2” workshop at hack.lu
- Two easy binarires
- We're going to do them together!



DAIRY



WAT.

- CSAW quals 2013

@ !g @.l - ctftime says it's am entry-level CTF

- We'll do it together, step by step.


https://ctftime.org/ctfs

STRACE WITH R2?




STRACE

~/prez/Berlinside2015/exploit




CREDZ

~/prez/BerlinSide2015/exploit

~/prez/Berlinside2015/exploit [J




STRINGS?




FIND THE VULN

- Check 0x08048e52



FIND THE VULN

- Check 0x08048e52
- Check 0x08048efe



FIND THE VULN

- Check 0x08048e52
- Check 0x08048efe

- Integer overflow!



MITIGATIONS?

X NX

X ASLR

X Canary

v System-wide ASLR

1



FIND THE OFFSET

- Static analysis
- De Bruijn Pattern



FIND THE OFFSET

- Static analysis
- De Bruijn Pattern

1056 bytes before overwriting EIP



ROP CHAIN

Function to call

Unstacking gadget

frame1 Parameter 1

Parameter 2

Parameter 3

frame2
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THINKING THE ROP CHAIN

1. Leak libc address of read(1) and return to the vulnerable
function
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THINKING THE ROP CHAIN

1. Leak libc address of read(1) and return to the vulnerable
function

2. Compute the offset of system(2)
3. Read our command, and write it somewhere

4. Call system(3) on it
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THINKING THE ROP CHAIN

gn & W N

Leak libc address of read(1) and return to the vulnerable
function

Compute the offset of system(2)
Read our command, and write it somewhere
Call system(3) on it

Send our command
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THINKING AN EASIER ROP CHAIN

1. Stack is executable
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THINKING AN EASIER ROP CHAIN

1. Stack is executable
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Write jmp esp in the .data segment
Return to it

L O

Send our reverse-shell shellcode
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THINKING AN EASIER ROP CHAIN

1. Stack is executable

No jmp esp gadget

Write jmp esp in the .data segment
Return to it

L O

Send our reverse-shell shellcode

Works regardless of your libc version.
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WRITEABLE LOCATION

Let’s use
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ROP CHAIN

read

Unstacking gadget

frame1 4 (socket fd)

writable address

2 (size of gadget)

frame2
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YOUR TURN!

Write a working exploit!



CONCLUSION

- Exploitation is cool
- CTF-oriented

- More to come at REcon
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CONCLUSION

Radare2 is nice.

You should use it.
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RESOURCES

- Github repo

- Official website
- The r2 blog

- The r2 book

- Twitter
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https://github.com/radare/radare2
http://rada.re
http://radare.today
http://maijin.github.io/radare2book/
https://twitter.com/radareorg

	Dairy

